WATER AND WASTEWATER

SECTOR CYBERSECURITY

CISA REGION 8

Water & Wastewater Sector Cyber Incident §3A%1ZL

Response Webinar DETAILS

The Water and Wastewater Sector has been impacted by DATE 18 June 2024
various cyber events, including unauthorized access, and

ransomware. Continued compromises or failures could cause TIME 10 - 11 am MDT

cascading impacts across critical infrastructure. _
LOCATION Virtual
CISA Region 8 invites you to the Region 8 Water & Wastewater
Sector Cyber Incident Response Webinar to learn more. REGISTRATION
Registration is free. Please click the

OVERVIEW “Register Here” link

The webinar will review the Water and Wastewater Sector
Cybersecurity Toolkit, including the Incident Response Guide REGISTER HERE
which outlines how water utility owners and operators can
expect to work with federal partners as they prepare for,
respond to, and mitigate the impact of a cyber incident.

The toolkit consolidates key resources at every level of
cybersecurity maturity and provides incident response best
practices and information on federal resources to enhance the
security and resilience of the Water and Wastewater Sector.

INTENDED AUDIENCE

Stakeholders from Region 8 (Colorado, Montana, North

Dakota, South Dakota, Utah, and Wyoming).

e Private and public sector water utility owners and
operators, specifically personnel dedicated to cyber
incident planning and response.

e Dams sector owners that manage water supply facilities.
Emergency managers, law enforcement/first responders,
security directors, safety personnel, and planners.

For more information about Water and Wastewater Security visit https://www.cisa.gov/water,
access the Water and Wastewater Sector - Incident Response Guide, or email CISA Region 8 at
CISARegion80utreach@cisa.dhs.gov.
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